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SPF

SPF
SPF DNS (Zone) TXT RR(Resource Record)
DNS
SPF (Publishing SPF )
SPF DNS (Zone) TXT
RR(Resources Record) SPF RFC
. SPF SPF
SPF RFC(DRAFT-SCHLITT-SPF-CLASSIC-02) SPF
SPF
http://spf.pobox.com/wizard.html
http://www.anti-spamtools.org/SenderIDEmailPolicy Tool/Default.aspx
< 1. SPF >
SPF
SPF
check-auth@verifier.port25.com
domain.com, id admin admin@domain.com
check-auth@verifier.port25.com (
admin@domain.com) SPF
“pass” SPF
< 2 SPF >
Bind DNS SPF (UNIX, LINUX)
BIND /var/named BIND ZONE

ZONE



mailto:admin@domain.com
mailto:check-auth@verifier.port25.com
mailto:admin@domain.com

SPF

Name
ex) /etc/init.d/named restart
SPF
ex) check-auth@verifier.port25.com
#

$TTL 86400

@ IN SOA ns.example.com root.example.com(
2005081200 ; serial
10800 ; refresh
3600 ; retry
604800 ; expire
86400 ) ; ttl

IN NS ns.example.com.
IN MX mx1.example.com

WWW IN A 192.168.1.100

mail IN A 192.168.1.101

example.com. IN TXT v=spfl a:mail.example.com —all”

SPF
< 3SPF - ()
WINDOWS 2000/2003 DNS SFP
MMC(Microsoft Management Console) DNS
-> -> -> DNS
Forward lookup zones SPF
( )

“Other New Record”


mailto:check-auth@verifier.port25.com

= dnsmomt - [DNS', ‘Forward Lookup Zones' SSOToiEes-sie .com]
3, Ele Action Yiew Window Help

e~ |BOe|@ (@8 Hm

% {same as parent folder) Name Server (NS)
ﬂ (same as parent folder)  Name Server (NS)
5 (same as parent folder)  Name Server (MS)
E (same a5 parent folder)  Name Server (NS5)

Mews Host (A)...
New Alias (CMAME)...
New Mail Exchanger (M)...

_—?,‘ DNS « || Gemadend.com 9 record(s)
"J Narme | Type | pata
£ Forward Lockup Zones B G} g Alias (CNAME) v =%
TR =r ] ey Alias {CHAME) :
| (same as parent Folder)  Host (4) RS 3
£| (same as parent folder)  Mail Exchanger (M) 0] i

Arrange [cons 3
Ling up Icons
Properties

Help

< 1 SPF 1>

TXT “Create Record”

Resource Record Type ﬂ E I

Select a resource record bvpe:
Route Through (RT) ;I

el Known Services (WS

w25 =
Descripkion:

Texk {TuT) record, Holds a skring of characters that serves as ;I

descripkive text bo be associated with a specific RS domain name.,
The semantics of the actual descriptive text used as daka with this
record kvpe depends on the DMS domain where these records are
locaked, (RFC 1035)

I-

| Create Record. .. I Cancel I

< 2 SPF 2>



SPF Text
“v=spfl mx -all” )

MNew Resource Record

w=spf1 mix -all

< 3 SPF 3>

Ok ( )

LhS
=-§ s

=& orward Lookup Zanes " Alias (CHAME)

Alias (CNAME) e
(same as parent Folder)  Hast (A) ihcapapiin=ugt
(same as parent Folder)  Mail Exchanger (MX) [0] st
(same as parent folder)  Name Server (MS) el
(same as parent Folder)  Mame Server (NS) ]
(same as parent Folder)  Mame Server (NS) femmrs e
(same as parent Folder)  Mame Server (NS) L s
(same as parent Folder)  Start of Authority (S04)  [35], Coeinn |

Text (THT) w=spf1 mx -all

< 4 SPF 4>



SPF
SPF SPF

check-auth@verifier.port25.com

Summary of Results

mail-from check: pass
PRA check: pass
DomainKeys check: neutral (message not signed)

Details:

HELO hostname: sniper.kisa.or.kr
Source IP: 211.252.150.22
mail-from: joonkim@kisa.or.kr
PRA Header: from

PRA: joonkim@kisa.or.kr

SPF TXT record/s:
v=spfl a:sniper.kisa.or.kr ~all

PRA TXT record/s:
v=spfl a:sniper.kisa.or.kr ~all

Domain Key TXT record:
None



mailto:check-auth@verifier.port25.com
mailto:joonkim@kisa.or.kr
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http://www.dnsstuff.com/pages/spf.htm

2} SPF Testing - Microsoft Internet Explorer |Z||E|E|

niziEy EEE) =2X08 FAFRVE I ESEH iy
Y A Yy A, = = ; = A [

Ciz-Q HEG LY @ -5 B-1J3B

Z (D} |@ http /ey, dns stuff, com,/pages/spf, tm V| s w2 >

|

SPF Tester

E-mail address (or domain | | ifor example, 'example.com’ or
or SPF string)l: ‘User@example.com’ or v=spfl —all')
IF mail is coming from: | | (if left blank, will use your IP of 211.252.151.44)

{C} Copyright 2000-2004 R. Scott Perry. Al Rights Ressrved. A
€ & DIED
e —
< 5 SPF >
SPF
SPF SPF
MTA'(Mail Transfer Agent)
SPF (Content
Filtering) SMTP? data
. SPF?® Sendmail
8.12 (milter) (compile) . Sendmail 8.13
. Postfix 21 SPF
SPF spf.pobox.com Policy Daemon
SPF
SPF
SPF
SpamAssassin
3.0 SPF (default)
(SPF) MTA/

! Mail Transfer Agent
% Simple Mail Transfer Protocol
% Sender Policy Framework


http://www.dnsstuff.com/pages/spf.htm

SPF

SPF
SPF SPF (
). MTA(Sendmail, Postfix, Qmail ) MTA
SPF (/usr/share/Spamassassin/50_scores.cf)

# SPF

# PATH /usr/share/spamassassin/

ifplugin Mail::SpamAssassin::Plugin::SPF

score SPF_PASS -0.001 # SPF 0.001

endif # Mail::SpamAssassin::Plugin::SPF

< 4 SPF >

MTA(Mail Transfer Agent)
4 SPF milter Sendmail
Perl Mark Kramer spf-milter C Jef
Poskanzer spfmilter . Perl SPF
. C libspf2

Sendmail
®  Perl based spf-milter
A.

POSIX
Sendmail::Milter
Socket
Net::CIDR
Mail::SPF::Query
Mail::SRS
Getopt

Errno

< 5 spf-milter Perl >

* SPF



B. Sendmail.mc ( http://www.cpan.org/)

# Sendmail.mc

define("confMILTER_LOG_LEVEL',"9")dnl

define("'confMILTER_MACROS_HELO*, confMILTER_MACROS_HELQO", {verify}")dnl
INPUT_MAIL_FILTER(spf-milter’,”S=local:/var/spf-milter/spf-milter.sock,
F=T,T=C:4m;S:4m;R:8m;E:10m")dnI

< 6 spf-milter Semdmail.mc >

C. Sendmail.cf
Sendmail.cf
) > m4 < sendmail.mc > sendmail.cf
D. spf-milter
) > /usr/local/perl-threaded/bin/perl /usr/local/spf/sendmail-milter.pl milter
E. Sendmail
) /etc/init.d/Sendmail restart

B C based spfmilter

A. sendmail
>sendmail -d0.1 -bt < /dev/null | grep MILTER
“MILTER”
B. libspf2

www.libspf2.org/download.html
libspf2-1.2.5.tar.gz

)./configure —enable-pthreads; make; make install

C. spfmilter
http://www.acme.com/software/spfmilter/
spfmilter-x.xx.tar.gz

)./configure; make; make install

D. sendmail.mc


http://www.cpan.org/

INPUT_MAIL_FILTER( spfmilter’,”S=unix:/var/run/spfmilter.sock, T=S:8m;R:8m")

< 6 spfmilter Sendmail.mc >

E. sendmail.cf

) >m4 < sendmail.mc > sendmail.cf

F. SPF fallback

/etc/mail/spfmilter—fallback

yahoo.* ptr:yahoo.com -all
*.yahoo.* ptr:yahoo.com —all
fallback SPF

SPF

G. SPF
/etc/mail/spfmilter-whitelist
127.0.0.1 # (local loopback interface)
192.168.64.0/24 #
10.0.0.0/8

192.68.1.0-192.68.1.255
192.68.0.0/16

H. spfmilter

) # spfmilter unix:/var/run/spfmilter.sock

l. sendmail

) /etc/init.d/sendmail restart

J. SPF
SPF
spfmilter sendmail
Postfix
A.

http://spf.pobox.com/download smtpd-policy.pl

Sendmail Perl-based-filter .(Sendmail perl-based




B. Postfix

® /etc/postfix/master.cf /etc/postfix/main.cf

policy unix - n n - - spawn

user=nobody argv=/usr/bin/perl /usr/libexec/postfix/smtpd-policy.pl

< 7 postfix master.cf >

smtpd_recipient_restrictions =

LH

reject_unknown_sender_domain
reject_unauth_destination
check_policy_service unix:private/policy
LH

< 8 postfix main.cf >

C. Postfix
) /etc/init.d/postfix restart

Qmail
A. gmail SPF
http://spf.pobox.com/download gmail

B.
) > patch —p1 < /path/to/gmail-spf-<version>.patch
<version> . 1.02
gmail-spf-1.02.patch
C. SPF

/var/gmail/control

® spfbehavior

SPF , SPF-Received
: SPF-Received ,

DNS Temperr
“fail”

“Softfail”

“neutral”

@ a s w b RO

“pass”

< 9 gmail SPF >



MS Exchange

MS Exchange SPF GFlI (www.gfi.com) MailEssential 10.1

SPF

A.

® \Windows 2000/2003 Sever Advanced/Enterprise Server
® Microsoft Exchange 2000/2003

® GFI MailEssentials Exchange Server 2000/2003

SFI MailEssentials Setup = = (] 3 |

Welcome to the GFI
MailEssentials Installation
Wizard

It 5 shiongh iecommmendsd that pou st &l Windows piogisms
beloes rnvareg thes sebup progam

Chck Canced o quit the sebup program. then cloze any programs
you have purming. Chek Mesd o cortrue the ratalshon

WERHNING: This peogram iz protectsd by copirighl law snd
lernational ingste:s

Unsuthonzed repeoductcn of distibsubion of this program, or &rg/
peoattione of i, enay tesull in pevens covl and cominal penale: and
will be prosecuted fo the masmum exient possible under law,

RN v
< 6 GFI 1>

SPF

® GFI MailEssentials

® Configuration “Sender Policy Framework”

'F;':. GFI MailEssentials Configuration
Datei  Abfon  Ansicht 7
e~ BB F @

(] Console Root =
= By GFI MaiEssentials !
= Anti-Spam
‘ .@ Sender Policy Framewoark
3 Whitelist
1] Directory Harvesting
@ Custom Elacklist
A3 Bayesian Analysis
DS Blacklist
9, Header Checking
@ Keyword Checking
[ (25 Emai Management
[+ (£ General

Sender Policy Framework

Configures the Sender Policy Framework (SPF) settings.

- poPzExchange

< 7 GFI 2>



“Properties”

Never, Low Medium High

< 8 GFI 3>

< 9 GFI 4>



< 10 GFI 5>

< 11 GFI 6>



SPF SMTP SMTP
. SPF

SPF
SPF

spf.pobox.com
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